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Firewalls IDS/IPS AROWSY: N s
« Unfortunately, “"defense-in- « This approach leaves many
depth” has been built upon a potential gaps in your network
series of point solutions visibility, exploited by your top
offering incomplete adversaries today:
capabilities: — Application attacks
— Signature based detection - Zero-day threats
— Zone segmentation — Data loss events
— Access controls — Designer malware

— Packet filtering
— Content monitoring
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Advanced Persistent Threat

APT or Advanced Persistent Threat describes cyber attacks mounted by organizational
teams that have deep resources, advanced penetration skills, specific target profiles and
are remarkably persisent in their efforts. They tend to use sophisticated custom
malware that can circumvent most defenses, stealthy tactics and demonstrate good
situational awareness by evaluating defenders responses and escalating their attack
techniques accordingly.
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| Browse |
) Information | Status
PGMP - Pretty Good Malware Protection -
http://code google com./p/pgmp
Copyright 2009 PGMP Pretty Good Malware Protection
Dillon Beresford | dillon beresford @gmail com 1
M Hugo Caron | segmentatiorfault 33@&gmail .com
Matt Wong | matt k. wong@gmail com
Kailash Sreenivasan | kailashs@gmail.com
Jacob Soo | jacob.soo@gmail com
11
8 PGMP uses Crypto++ Library 5.5.2 by Wei Dai
u hittp ://www cryptopp.com
PGMP uses the aP Lib compression library by Jergen Ibsen
and the packman Compression Library by Brandon LaCombe.
The PGMP Project would also like to thank aplx from Reversing Labs.
http ://reversinglabs.com/ il
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Command and Control Session with
External Controller

Compromised User Workstations

Staging Systems Accessed by
Windows Remote Desktop

Corporate File Servers

Exfiltration Hosts
tinternal Hosts)

External Collection Points
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